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EXECUTIVE SUMMARY

This report docuements initial fndings in an ongoing forensic examination of the voting systems of Mesa Counly,
Calorade, used in the Noyember, 2020 General Flection, These votlng systoms represent a pertion of cverall election
gyslernt infrastructure, and this report is limiled to the findings o an ongaing investigatlan. The Nindings inthis repart
wete prepared by Lhe cyber forensic expert retalned to adwvise the Caunty Clerk pursuant ta her duties as the county's
Chief Flectign Official as part of the irmpacted parties” legal team,

Federal law requires the prescrratian of election records — which inchudes recards in elecLronic ar digital farm —for
Lwenly-lwra menths atter an election. Colorwdo law requires the preservation of election recards far an additional
three maonths beyand the Federal requirement. The chligalion Lo ensure the integrity ot 2lections and thatall clecklan
recards are preservied pursuant to tederal and state law falls te the elecled Clerk & Recarder. This report, the first of
sevural, is based an examination of Lhe data obtained from terensic images of the Domlinion Youlne Systern EMS
server 18l used in Mesa County for the Novembear, 2020, election, images taken in furtherance of the preservatian
requiremnents of federal and =tate law, Based upon informatlon receivad by the Clerk's office from vafous seurces ln
garly 2021, the Clerk became cancemned that the voring systern modIflcatiens mighl jeapardize these prese rvation
and other fegal requirements under the responsibility of the Cosnty Clerk. For this reasan the Clerk ensured a full
backup of electlon recerds from the County voting systems, balh before and after the sottware modification

pertonmed by the vendor and the Sacretary of State an May 25-26, 2021, |usl cix ionths after the Movennher, 2020,
elackian.

Forensic examination’ found that election records, including data described in the Federal Eledlion Cormmission's
2002 Yoeling System Standards |VSS) mandated by Colerada law as certification requirements for Colorado voling
systems, have been destroyed on Mesa County's voting system, by the system vendor and the Colarad Secretary of
State’s oitice, Because simllar system modifications were repartedly performed upan county election seryers aoross
the state, it is passible, if not likely, that such data destruction in viglation of state and federal law has oceuaned In
numerous olher cunties.

rhe extent and manner of destruction of the data comprising these election records is consequential, precluding the
prssibility af any comprehensive forensic audit af the canduct of amy involyed electlan. This documented destraction
alsp undermings the concluslon Lhat these Colarado wating systems and accompanying vendor and Colorado
Secretary of State-issued procedures could meel Lhe requirements af Colorada and Federal law, and consequently
vitlales e premise of the Colorado Secretary of Stote cortiflcation of Lhase sysiems far use in Calorada.

Twrt Backup irmages, using forensic imaging methoads, were obiained froem the Dominion Voting Systems [DS)
Democracy Suite (0-5uiteh kleckion Management System {EM3| Standard Server in bMesa County, Colorado. The (st
image was made of that LS Standard Seryer in the D-5uite 5.11-CCversion contiguratian, as used in the Movember,
2320 election. The second image was of the conliguralion of the EMS Standard Server in the D-Suite 5,13 version
canfiguratian, fallmwing the madification of the ChS Standard Scrver by a combinad team of OVS vender personnel
and Colorado 3ecretary of Stale staff. The Forensic information provided in this report is presented using soreenshors
fram forensic analysts' systens running Indusine-standard forensics safbware 1aals, The veport inclutes "before” anod
"after" screenshots From the forensic tocl that shows the dilferences between the twe backop images.

The forensic examination found that numerous logfiles had been deleted ar pverwritten, These logtiles are required
Lo recanstruct the function of and events taking place an the Lhe vating systams, and based upan inforoaation

" hany Indhdduals and grganizations, some public offizials, have made recent calms that nn audit performed noe exarning lion
conducted on elections o com pulerdaisa] cection systems can be legiimate or credible unless the examiners are “elardnn
vaperts” or accradmed alection augitors, There is e such thing az an *accredited alection auditor,” nor are there Federal

statuclards or procedures to cradential electicn audlitors. B




provided by lagal caounzel, musr, by law, be preserved, By comparing filenames in the bvo images (before and after
the Daominion update on May 25-26, 2021), examination and analysis identlfied a total ol 28,984 files that were
deleted.  Duiing a software update, some replacement of program files and their related cantent s nomally
expected, However the cxamination found that 695 log and event log files necessary far the determination of
electian integrity were deleted,

Based upen intormation provided by legal counsel, Calorada law (Colorade Revised Statute (CRS) B 1-5-801.5)
requlras thad, privr ta use in Colgrade elections, electranic and eomputer-based voting systems he certified by the
Colorado Secretary of Stale. This certification iz based on the systerns’ compliance wilh the requirernents of the
Federal Eleckon Cammission's 2002 Yoting System Slandards [WSS), verified by their testing by a Federally-accredited
(by vote of the U5, Elactian sssistance Commission [CAC)) Voting Syelaim Testing Lab (WSTL). While several terations
of newer Yokl ntary Wotlng System Guidelines (Vy5G) have been issued by the EAC, Colorade's staiutary requirement
iz far compliance with 2002 w55, which states:

“Electian audit tralle provide the supparting dogusnentation for verifying the accuvacy of reporled
alaelion resultz. They present a concrete, indestructibbe archival record of all syster activity related
to the vate tally, and are essential kor public confidence in the accuracy of Lhe Lally, for recounts, and
tar evidence in the evenl of criminal ar civil litigation,"

The relevant sectians of the W55 are cited in Appendix F.

These statutory reguircments @slablizh that voting systems are required to generate and preseree, as erllcal o Lhe
ahility to determine and reproduce the conditions and details of election conduct using these systems, logfiles of all
systerm functions, including nomal activity, connectlvity, file and data access, aperatar- and autgmated-processes,
and errors, Logfiles are arltlcal Lo the abitity to detect impraper operation, incading the abllity to delect malicious
trtrusions as well as other impraper aclivities and oonditions, and panfiguration changes that could enahle alteration
of the actual vate caynt.

Assuming this infprmation to be correct, this forensle examlnation found that a substantially latge nurmber of these
requlrements have not been met. This examination also found that destructlon of erilical logpfiles has accorned. This
destruction is nat incidental or minar but is axtensive.

The purpose of this Initlal reperl i ta document these findings and present preliminary evidence demonstrating
unacceptahle conduct and system defecls revealed by the examined images, ax necessary for the Chief Eletipn
Official to dischange her statutory obdipations. The facts and resultant Mardlngs supporl Lhe conglusions thal:

1] Election-related data explicitly regulred to be presereed, as slabed In the 2002 w55 criberia referenced in
this sectinn, have been destroved in violation of Federal and State law, and

Il Due to npn-complionoee with the 2003 WSS requiremonts, those yotlng systerns and accompanying
vandar-provided, Coloradg Secretary of state-approved procedures cannet meet the certification
requirements of the State ol Colorada, and should not have been certified far use in the state.

camprehensive investigation s required to debermine whether these critical failures are the result of malicious intent
ar negligence, and t0 what extent the systems may have beon compramised ar subjected ta unautharized aceess or
aperation priar g, during, and after election use, Thatcomprehenslve investigation ls bepond Le scope of Uity report.
Subtequeam reparts will address these issues in detzil.

Evitlence supporting all of these findings is documented in this report,




Introduction

Election offivials, including Secretaries of State, are obllgaled by law Ly ensume the integrity of all elections, including
the transparcncy redquired for citizens to verify that integrity themselyes, Modern clectronle yoling systemnms are
marketed as an efficient solutlon ta streamline the voting process and allow for automated collection, tabulatlan,
and reporting al election results, burk the efficiency they promise comes at 3 cost.

Thi necessary measures and safeguards to ensure the integrity of the systems and Lhelr operatian against a severs,
mounting and ever-evalving Lhreat from sephisticated natien-state and non-nation-state actars are 5o complex and
dynamic a5 to sutpace the limited capabllitles and resources of ourgovernment, at all levels, While minimal security
safeguards may be within government capacity, modern computer-baged voting systems are exkremely complex and
clifficult o secure, even for cybersacority experts, and singe voting systermns are not under the divect control of the
Federal gowernment's top security experts, any government aszurances about the sufticiency of those safeguards can
=erve anly to mislead citizens and policy-makers. Even crilical dafense systarns, relentessly monitored and defended
by highly-Lrained teams using costly, sophisticated toals, are at risk and are frequently comprormised, sometimes
hefare procurement. Earlier generations of voting systams relied on simple, human-scale safeguards, for example
*air gaps"- that is — te have no wired network connectian 1o 1he fysien. But rriniaturized wireless communication
lechnaloples and metworks have praliterated, with billions of wireless devices Installed or inuse, and maliciouws actars
have developed sophlsticaled attacks to bypass air gaps, compromise every kind of hardware, flrmware, and
seftware, afien befare they even come inte customer of user possession, and ko mave laterally through networked
systerns, often undetected. Supply-chains for these systems, fram the Initlatlon of Lhe desizn of integrated circuits
and electronlc components, mast manufactured ovecseas with little U, 5. insight or oversight, thimugh the fabrication,
testing, assemibly, integratlon, and aperation af these complex composite systems, are vulnerable and untrusosorthy
for ofitical functions of government and lucrative economlc and national secorily largets. For all these reasons
logflles, such as thase Lhat have been deleted by the Dominion “Trusted Build® wpdate must be praserved to
document the complete aperation of the computer system and vating applications, and to be able to verify the
authenticity, integrity and accuracy of the vole.

The feature size of individual clrcults IR the chipsets and companants of aur vating system computers is at the
nanoscale, smaller than the smallest krnown virus particle, and less than 3/ 10,000ths of the width of a human halr
50 we have lost the ahbillty, iT we ever had it, to visually veriby what is really happening, even at the physical level, in
our computer-based voting system. Regardless of how the sy=tems appear ta be configured to authorized users and
pall-wratchers, the functionality and connectivity In these compulers can be enabled and rnodified rernotaly and
wirelessly, ar by the introduction of ermbedded codes an scanned paper, or triggered by specific unforesesable and
incisternible predetonmined sofiware and hardware oanditicns, or by specific timing events, or by geographic
lacation, or by the proximity of other dovices or combinatians of any of these means.

For example, some Colorado votlng syslems ordered as specified by the wvoting system vendors, from foreign
manufacturing and assembly facilities, have Included “Integraled Dell Remnie Access Controllers (IDRAC)," which are
deslpned ta aflow “out-of-band” remate managerment of those systems, meaning that the computers are explicitly
equipped to be coptrolled by remote autbmated programs or by indwviduais gther than thase logged in locally.
Through the [DRAC, voting systems might have any aspect of their Basic Input/Qutput System (BIOS], gperating
system, ar applications contralled or modified, including the additlon and delstian of user accaunts, the enabling of
mmmunlcations camponents like wireless netwoerking cards, and the modification, instailation, removal or
configuration of softwara and settings. Lke the inclusion of multi-band wireless netwarking cards, similarly specified
and ardered for Colorado voting systoms by Lhe vendor, there is no excuse or rational justification far the inclusion
of companents like these, and the fact that the entlrety of LS. votlng system repulatory pracesses and institubians
can apparently nelther delact, nate, nor address these gross vulnerabilities eyiscerates the notion that our cemputer-

based voting systems have been secured.




Faced with incredible miniaturization, the Imparlance of logliles which are recards of operatian of a computer
system, are more important than ever in managing this technology, When the computer is part of a natlenal erltleal
infrastructure, these operalional records tecome essential, net anly for troubleshooting or security alone, but for
the integrity of the system itself a5 3 component of the Matlonal Critical infrastructre.

Fur the purpases af this dorument and ensuing discussian, two terms are defined to differentlate and clarily Lthe
evidentiary findings. Election Ooto is all infprmation regarding Ballot Design, Ballot Marking, Electronic scanning of
completed ballots, Interpretatlon of the intention of each voter's chaice, including human, maching generatad or
programatic adjudication in the event that the clectlan system is unable o detarmine canclusively the comact vote
Input from any specific ballot, tabuolation af the actual vote including the databases used to actually centain the raw
wotE totals, scanned ballot images and Yater Aegistration and Voter identification infermation associated with any
specific elaction, as well a5 the actual vote tolale. This inclodes a complete record of any realtime dhanges in
databases resident in the cloud such as voter registration data. Slectlon Ketated Data Includes all of the computer
log @nd configuration dala that document the complete configuration state and aperation af the entire computer
sysiem and infrastructure upon which blecUon Soltvwara is execuled, a5 well as the aperating system of devices that
=tore Iop and election data such as Metwork Attached Storage [MAS], Alsa Included in electlen Related dala are lops
and confipuration of network Aouters, Firewalls, Intruston Detection Systewns, Intrusion Prevention Systems, and
ather netwark security devices, Including WPhs and mores,

Both Election Data AND Election Relaled Data riust be presenred as "Electian Records”™ under the law, and this is
broadly addressed in bath the 2002 W55 and the CAC s successar yersions of WWAGE.

Securing camputer systems i 3 non-trivial task. It Involves a [ltany of processes, Including, but not linmited Lo:
# Engineering systems with a focus an security
v Building systems to meet puhlished high-security standards and applicatle regulatians
# Patching systems to ensure that vulnerabliitlos are removed
= Securing networks to ensure highly contralled access
¢ Logglng of all communicatians, processes, access, system modifications
¢ Auditing of systems and legs regularly 1o ensure onpolng compllance
a  Adequate training and cettification for engineers, administratars, and system ysers

# Adhcrence 1o Industry Best Practices, for example, ermphasis on password strenglh and conlipured sacurity
and group policies

These, amang other measures, will help Lo ensure what is knawn as Lhe CILA riad. The Ca trlad represonts the three
pilars of infonmation security: confidentlality, Intepriy, and availability, as follows:

" Log and confipuration examination of not anly the computer systemis| but also ali network systems are aitical to forensic
examinalion, Tompromise of any wrnclated informeation (e plain sl cofigurstion dala containing normally-cncryp bed
passwwords) can be easlly preventrd, so long 45 simple, quick forensic evaminer and opber professlonal Industry standards are

wsed to obfuscate private and sensitive data from the network device files. )




Confidentiality — preserving authorized restrlctions an IMormation access and disclosure,
including muans tor pratecting personal privacy and propictary information

Integrity — guarding against irmproper information modificatlon er destruclion and crsuring
infmation non-repudiation and authentlcity

Availakility — ensurlng Hmely and relisble access to and use of infarmatan

Failure i any of the three pillars can and generally will result In a eompromise of the systerm. Faiiure in the integrity
cogmponant can have dire consequences far public perception, election results, the future of cur government and aur
country.

Industry-standard karensics analysis toals were applied te the forensic examination.

Infurmation was forensically evaluated using backup images taken from a Mesa County Clection senver configured
for DS B-Suile 5.11-C0 on Sunday, May 23, 2021, hefare Its modifiction by Dominien Yoting Systems and the
olorado Secvetary of State Lo OWS O-5uite 5.13, and again on Wednesday, May 28, 2021, after the update had been
applied. This server was the primary sysbern that was used to process election data in Mesa County for the 2020
general election. The FM3 server configuration and administrative standards were prepared by Deminion Yotlng
Systems {EVS), running a cambination af ©OTS and proprietary DWS software, and certified for use by the Colorado
sacretary ot State, Our concluslens include determining that this system not only failed to meot any reasonable
standard ar satutary requirement for cybersecurity but was alsa subject 1o removal of critical information {data
destructlon).

Our Findings include sericus frregularities that resulted in thie lass of data integrity on the server, including election
data and election-related data.

LEGAL REFERENCES

Several Federal and Coloredo state legal standards apply to the preservatlon and definilien af electien recaords,
applicable to the data generaled by and resident on voting systermns, Beginning with 52 USC 620701, retentlan and
prase rvation of reconds and papers by officers of clectlons; dapasit with custodian; penalty far viglation, which states;

Fvery officer of election shall retain and preserms, far a period of wenty-twoe months from the date of any
gen=ral, special, or primary election of which candidates for the office of Presidenl, Wice President,
presidential elector, Member of the Senate, Member of the House of Representatives, or Resident
Commissloner fram the Commanwealth af Puerta Rino are voted far, all recards and papers which come inte
his possession relating to any applicatian, registration, payment af pall ta:, or other act requisite ta vating in
cudh election, except that, when regquired by [aw, such records and papers rmay be dellvered to another offlcer
of electlen and except that, if a State gr the Commorwealth of Puera Rice designates a custodian to retain
and preserve these rocords and papers at a specified place, then such records and papers may be deposited
with such custodian, and the dulby to relain and presame any recard or paper so depasited shall devalve upon
such costodian. Any officer of election ar custodian who sillfully fails to comply with this section shall be
fined nat more than 1,00 crimprisansd not more than one year, or Both,

In additlen to 52 USC 520701, multiple sections of Colorada Revised Statutes {CRS) appear applicable, including:
CR% 1-5-831.5. Campliance with federal requirements [Effective until July 1, 2022)

All voting =ystems and voting equiprnent offered for sale o ar after May 28, 2004, shall meet the vating
syaterns slandards that were promulgated in 2002 by the federal election commission, At his or her
discretion, the secretary of state rmay require by rule that voting systems and veting equipment satishy voting
systems standavds promulgated after January 1, 2008, by the federal eleclion assistance commission as long




as such standands meet or excecd those promulgabed in 2002 by the federal election commission. Subject ta
sceclon 1-5-608.2, nathing in this section shall be construed to reguire any polilical subdivision to replace a
viHiINg syster that is in wse prior to May 28, 2004,

CRS 1-7-802, Praseryation of eloction records

The designated election offlclal shall be respansible farthe preservation of any election records far a period
af at loast twenty-five manths after the election or until time has explred for which the record woold be
needed in any contest praceedings, whichever iz later. Unused ballots may be destroyed after the time fora
challenge tg the election has passed. If a federal candidate was on the batlat, the vated baliots and any other
required election materials shall be kept for at least twenty flve months alter the election.

1-12-7156. Destroying, remaving, of delaying delbvery of electian records

{1) No persan shall willfulby destroy, deface, or alter any ballot ar arny sleclion recards or willfully delay the
dellvery of any such ballots ar election recerds, or take, carry away, conceal, o iemoye any ballot, ballol bos,
ar election recards from the polling lacalion or drop-off Iccation ar from the possession of 3 persan
gutharized by law to have the custody thereof, or ald, counssl, procure, advise, or assist any persan ta do
aty of the aforesaid acts.

{2} Ma aledion official who has undertaken to deliver the official ballcts and clection records (e Lhe coanty
clerk and recardet shall neglect or refuse ta do so within the time prescribed by law or shall fail to account
tully for all affidal haltots and other recards In hlscharge. Informality in e delivery of the ballats and electicn
records shall not invalidate the vote of atry precinct iF such records are dellvercd prlar 1o the cinvassing of
the votes by Lhe county baard of canvassers.

{3} Ay person who violates any provision of this section is guilty of a misdemeanor and, upen conviction
thereof, shall be punished as provided in section 1-13-111.

#ind several sections of the Code of Colorado Regulations appear applicable, including:

& CCR 1505-1, Rute 21, 21.1.2: All voting system=s must meet the requirerments gf the 2002 Yating Systems
Standards, parts 5 — 7 of artlcle 5 of tlitle 1, CRS, as amendead, and this Rule 21,
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FORENSIC ANALYSIS

S5YS5TEM IDENTIFICATION

The server that was analyzed |5 capalde of operaling on a small local area network (LAN}. Tha nebwork consists of
saverd| systems, including seneers and warkstations running in & non-virtualized emvronment, The server that we
cvaluated was named EMSSERVER. It is running the Mirrosaft Windows Server 2016 Standard operating system.

The forenslc evaluatlon and reviews were based upon a farensic imapge archive collecked from the Mesa Caunty
Cominion EMS Server, The Before and After forensle Images were collocted from the same server and sarme hard

drive, as documented below, trom the actual acquisition, The serial number of the hard drive shown in each
callection data set verifies Lhe dala arigin bo be the same physical device.

Flaure 1 —EMS Server |5.11-C0] Inage Attrbotes Before
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Flpure 2 - EMS Seruer [5.13) Irmage Atoribytes After
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Two backup images were chtalned, uslng farensle Iimaging methods, from the Cominlon votlng Systems (DVS)
Mremacracy suite [[1-5uite] Flection Managemeant System (EMS) Standard Server in Mesa County, Colorada. The first
Image was made of that LMS Standard Sarvar in the D-5uile 5.11 CO wverslon conflguration, as used Inthe Navember,
2020 election an May 23, 2021. The second image was of the configuration of the EMS Standard 3erver in the [-auite
8.13 version canfipuratian, fallowing the maodificatian of the EMS Standard Server by a combined team af Dominion
Yotlng System vendor personnel and Celarada Secrelary of State [SecSlate) staff, an May 26, 2021, A forensle image
(Farensic capy) is @ bit-boy-bit, sectar-by-sector duplicate of a physical storage device using spedialized hardwars and
software; iLis a much more comprebensive representation of the state and canfiguration of the imaged system Lhan
could be obtained wsing slmple flle backup methods. The mages Include all flles, folders, and unallocated, free, and
slack space, These forensic images include not anly all the files visible to the server operating system but also deleted
files and fragments of liles leftin the slack and free space but every digital bit of data presant on the slorage medium,
In this case, 3 3C51 hard disk. When forenslc images are acgulred, a hash Function, also known as a Message Dipest, is
computed, This hash can be used at any tinne to validate the integrity of the image 1o ensure that it has not been
edited, mndified, ar changed in any way, The hash function result from the acquisitian of data appears in the text
above but also appears inslde each respeclive archive and aulhenlicales the data by demonstrating that It has not
changed since it was acquired.,

Thesa two images wera evaluated ta gather technical informatian, including the inteprby of the data slured on Lha
system, Mo effort was made to reverse deslgn, de complle or reverse-engineer the Dominion software,
Contiguration, which is relevant to the operation of the system, was examined 1o deterwing whether imgroper
settings cauld allow undesirable results and weare found to contain such errors. Results relevant to this investigalion
ara documented below. addilional supparting decumentation ¢an be found in the appondixas. They include divectory

fistings tor many of the directanes seen in the screenshots and contain complete tilenames, tull path names whare
the files are located, and file hashes.

We have Included screenshats that can be used to review and verlfy these findings. These screenshots were obtained
trom the forensic images of the Dominion sevver,

AUTHENTICITY AND CHAIN OF CUSTQDY

Digital chain of custody is the record of preservation of digital evidence from collection to presentation in the caurl
of law. This is an ezsential part of the digital investigation process. Tho chaln of custody is probative that the digical
evldence prosented to the court remalng as orlglhally collected, without tampering. The two images analyzed in this
report were ohtained through AccessData FTE Imager 4.2.0.13, The serial nupber on the FME Server drive an both
images match, thus establishing that both images were taken fraom the =ame physical drve. | have reviewed the
documented chain of custody lor both Images and have determined that the chain of custody is complete trom the
farensle operator utllizing FTE Imager through the source from which | divectly received these images. {Recause of
the pending civil litigation and crisninal inyestigation, the written dacumentation remains inthe custody af coursel
tar later intraduction in caurt proceedings and thus cannat be released as part of this repert.] Forther cenflrmation
thal lhese are gendine Images from the Mesa Caunty EMS Server has been provided by the Colorado Secretany of
Sate's office. See:

https M sns state.co, usy pebs newsRaoom,/ pressReleases 202 1/ PR202 106 1L YMesaCounty.ntmi
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Server Disk Partition Slructure Overwritzen

Plrgse:

Fleure 5 - EMSSERWER [5.11-00) Disk Partition truciure Befora
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Figurg T - Berver Digk Fartition amd Drectory Changes
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Carmputer hard disk drives are data storage devices that must be prepared before use — specifically, they must be
partitloned inte logical disk velumes and then farmatted. Partitioning a hard disk drive is the equivalent of scaring
horizontal and vertical rule lines anta blank paper, and then numberiog each line, preparing thal paper lar the arderly
recarding and [ok-up of information. A disk is pardtioned to organize Information Into sets of related data. A
partitian creates a logical drive, £, O, Ei, etc,, that the Master Boot Record [MEBR) or Clobally Unique Identifier tGUIO]
Fartitlon Table, which ara like maps of the partitioned and formatted memory starape locatiaons on the hard deive,
can then use to wiite and read stored dala.

Creation of such a partition, if previdus parlitions are nol preservead, destroys the “map” of underlying data and data
lecations when the partitionis formatted. The previous partitlon datas then only recoverabla by forensle technigues,
ardl i5 vulnerahle to camplete destructicn it cverwritten by data stored according to the new partition “map.™ Kote
that in the befora image above, pach disk partitian {Labeled “vol)," e.p. "vol1,” Far "valume"} is identified together
with the addresses of the heginnlng block and ending block far each valume.




By comparlng Lhe images, it is evident that the ditk was re-partitioned, retgarmated, and the previews data map
completely destroyed by overwriting it with new data, rendering the prior data [rosty] unrecowerable,

Forensic examinatien of the syslem can reveal remnants of deleted data. Whon a computer delerss a file, it does not
erase lhe data; it merely changes the flrst character of the filename to 3 non-printabe characler recognized by
saftuware that accesses the disk. This first character tells the operating system B no longer display the file as it is
marked a= z dedetad tile, and the space accupied by the disk is marked a5 reusable.

Each black mn the disk is the smallest wnit of disk space that can be used, The slze of all hiocks an the disk are
determined whan the disk is farpatted, The smalles) disk block size in commaon use is 512 bytes, bven 1T a file anly
cupies 30 bytes of disk spave, the entire 512 byte block is magked ac “in use®.

If a file of 500 bytes 1e writben ta the disk, it ccoupies one block al disk space, with the last 12 bytes [on a newly
formnatted disk] each containing the numericvalue zera (D). If this file is then deleted, and a file af 50 bytes is writkzn
ta the satne disk block, the first 54 bytes of the block contain the new file, and the next remaining 450 bylas al Lhe
disk block contaln the data fram the deleted file that previously accupied the disk black (tellowed by the 12 null {0
twtes of data). This dato remnant is referred te as “File Slack Space” and is defined ax any previaus remnant data
that remaine on the disk and s not accessible via Uhe aperating sysberm nor allocated as an accessible flla,

Spedal forensic software is required bo access file slack space, and the data It contains are partial remnants of
previous systetm data. This data may be of use In forensic investipation, and forensic tepls often identify it. File Slack
is identified heve for clarlly and better understanding of these data.
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Flgure 8 - EMS Server [5.11-00) Web Sérvor Log Files Bafore
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A web server provldos Informatian to axternal weh clients [via "web browser softwrare] using the MyporText Transler
Protgeal (HTTR), This infarmation can include bath read and write access to databases and static presentation of
Infarmation.

Some software sysiern designs utilize an Fthernet netwark interface that |s essentlally an Internal cotnectian ba itse|f,
known as a fogptack interface, Thus the prosence of a Web Server, by itself, does nat indicate a connectian @ an
exlermal ethemet interface. However, such an extemal connectlon may be indlcated by the data within web seneer
logs, which arc stored by default in Micraseft operating systems with Microsoft Internet Informatlon Servicas (15}
installed, in 3 “logs™ subfolder to the “ingtpub” falder. That log data would include information regarding what wieh
pages and data wers acoessed and whether it was accessed fram within the semer (Ioopback) or via an extemnal
network connection.

[n these before and afer views of the same web server directories, it is clear that the web server [o2s have bean
destroved by or during the Daminion/Ca Secretary of State DVWS 0-Suite 5,13 modification.

This log data is required te yerify that the election system was nat acoessed by an external, unduthorized device, but
due to the specitic and unusual installatlon melhad fer a critical computing system, chosen by Nominion Yoting
Fystems and endorsed by the CO Secretary of State, these critical data files with electlon related data have claarly
been destroved on the Mesa County EMS Standard Server.
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Server Microsoft SOL Serear Installation Log Files Missing

Furpgse:  The Datedise Momepement System that (s used to hold ectiwal ELECTHON DATA — wptes from eech ballot, These
log files contadn Informetion detoding the instelintion eventy of 301 Server.

Figur'e 10 - EMS Serwsy’ [G.11-C00) RS SO Server Installatlon L Flles Befare
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These fog files were creatod by Inslalling Lhe S0L Server Datahase Managemeant System sottware and conkain data
regarding the Initial installatiaon of the software, Ina full forensic investlgalion, Lhasa dals are part of the infarmation
that Investigators require to determine a baseling from which can ba determined what changes were made, by wham,
when the changes were made, and much more o a system with properly conlipured lop recording. Therefare, thesa

data are Election Related asthey document notanly the configuratian but its changes and are relevant to the Integrity
of the election.

Figure 12 45 an example of tog canlent fram the initial software serup. It tells us what (Microsofth softsware executes,
where data is stored (the G drive), and it shows us whal Regisliy values have been set during the installatian. These

are wvaluvable should an nvestigation of an ilfegal computer intrusion occur, as they provide a record of the initial
confipuration during such an invesligalion.

Flpure 12 - Exarple of Lag Flle Content from EMS Server 5. 11-00) Bofere

ELRFTT ) DY "R | ] “
IH "a: "3 HEC

aan e kT O = a1 wffHe

Py b Vo im
i L [ T 4
e ST N T TENY %
4 1 B e Tl M
3 bl Ird. g lom gy n d
Mgy iy IF1 Lw's phryeteiliah e
15 NE=- e gfac
rom— e

1 i e __ .
L0} i Ny Bl TITT T8 T

L L L L] Y WA=k ir il nd cine -

¥y i

n L] el et
Lomg bt Fieas Fus s Sadigfl Figeana

maleerd 3—sw Ipe=smal=smma —=digPiime=ar=rrrs, —rrrawa s

1 i By g e
T Ny —

§ B iy o
v s o, delashie- antai- muhos aude
Baun Than g

v
= g e ALl mEELE LR TR LTS, =—rreRa e
iwd
A c Auia reecn. PuslSecocieu
i Turplew W Aalfdle e drangy e owm T
e Cermirms M PRSP SARTERSp A=At S[OTCCSEIRT STA P A
= CoARTIERs eI LT IMFTED LA S R nlm e, —mmnne Fan
Lk .
. = Bamnghs milallafus
i pre p—-ur
& TTORRINE el fwrk. dkk 8 W CTHSRRS aklubiawe. daeee mia = SR SLEIAR S =m0

el Jiaan SRSuafEEs e Tear

(IR
E B-mdelemniy Seluley =" mcay o Smwar

Sal===J0

medeads Me.
PETEEIT RN Y

O L L
DorMiEelbl e bomid -t FEraa.

v . Thm s g v b8 Lmae ameanrn vac DS L KAEIPE 1adan
Ba:faazahy ey s d by MTTEEEE Faed VW e
+emrrarwmwerq ta B L A T

DL ARIn Aea e Liub bl wad LS 30AL RWELE. - - m

wil dvar eI O TR P R TSI TRT I W RS LR JCLPPCE = PR
ML HibkH-I FPa:fia=r =g == Tyar; o riar-mrh vrok

LT T TR T L A e e A A N L T

1A e om
LLl gnlimmIE
<1 MikH-IE
HY e s P T

[T = T e e om

] G e g g LhifaPear e Jalaatin Ten o 1ailor mmide. s 2 emmla -\.-
PEUE ERETE N :
AR TP m 70 RELRE 2700 e 07 e S et LU S WL R S kS L LRI "
- T N | d ot
H 7 aleesnath 1 L (13 mos m. B

bl R




Sarver Microsoft SOL Server Log Files Missing

Purpose:  These log fles keep tndek of epanits that ocour within the 5QL Server thot manoges the election dotrhosas,

Figure 13 - EMS Sanvar {5.11-11] 501 Sevwer Log Files Before
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ERIS Server Dell Server Updates Missing

Murpore;

These bog fles track instollotion of updates made to the variows campanents aof the servers,
Inclueng updates b saffwsre foro remote-gecess cond,

Figure 15 - ER% Sarvar {5.11-C01] Dell Serwer Updake Files Before
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Several og files of great Importance to an investigalion are shown in Figure 16, The SA5 RAID firmware and drivers
lngs tedl us about the functionality of hard disk controllers (RAID s an acronym for Redundane array of Independent
Disks] and about this storage redundaney’s physical capability. Netwark Firmware logs tell us which hbardware devices
werg updated with new firmware, and the version allows us to trace back to Its network [and possibly InLernet)
functivnalily.  The application of iDRAC controdler firmuware may indicate the presence of a special hardware
cottroler intended to permit complete remobe cantral of the computer system. This iDRAC contrgller is often used
when a data center must be located an inconvenient distance away from its owner and/or operators, ar for cxample,
when fuch a computer might be physically located at an Internet Service Provider's secure data center, The iDRAC
cohtroller permits a remote user o remolely tum an the power to the server, reboot it, access administrative contral
functions, and make changes 1o the server, QUTEIOE THE CONTROL, or even the owareness, of Hie locol cernputer
operator ahd fts operating systemr. Amaong the changes possible via an IDRAC are changes ta the BIOS {Basic /O
System] including those finmware sallings that include the cuomputer Clock, boot device order, which disks or other
data storage devices are used to boot the compuler, and some other camputer capabilitios.

Take note of what fites remain following the updale.

Mot anly are the files n an entirely different direclary, bul the file madification dates have changed, and mara
impartantly, these [ogs are kar DIFFERENT versions of the software, and the previous fops have beon overwrltten.

Fhysical examination of the EMS computer system s required to verlfy the presenoe of absonce of an IDRAC
controller, hawsever it is highly irregular for update software to install updates to software for a havdware device that
has not bean installed,




et Administratar’ WebCache Log Files Ovarsritten

Purpose;  These log fites store information about websites Weilad, fles apanad, ele.

. Flgure 17 - EM5 Server (5.11-C0) AdriMstrator WabrCache Log Files Baforg
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Y

Server ‘emsadmin' WebhCaches | og Files Chearr | Len

Purpose:  rhese g files store Inforgadion obow! websiles visiled, files ppenod, ete.
Flzure 19 - EWS Server |5, 11-C0) "ersadrin Weblache Log Filea Befors
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The webCache log filex have been pverwritten, IF the computer has been used on Ehe Internol o with ANY websaner
feven ane on the lacal netwark, including this carnputer's WM wehbserver], these WebCache files indicate the
connoctions thal ware saupht, as wall as tiles that were opened. These may provide crftfeed avicdendce Lhal Lhe system
has been connected to a network, including netwarks that have argess tn the Internet, THESE ARE MOT the same files
in the before and after images, They have been deleted and replaced.

Here is 8 zmall subset ot same of the information that was faund on the Belore image in thess WehCacha log Files:

Figure 21 - EMS Scruer {5.11-00) Webeache Log Flle Carternt Befare
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for inshgnce, e alove fog file entry seems to showr o DS Adjudication Frorpatien Koy was pooessad, Whers it wos
slored ofd accessed from, and when Jt was gocessed,

Figure 22 - EMS SEnmr 15.11-00) Welwache Lop Flle Coritent Bafore - 11

Ir-lana_E Tabafl - B, SSCwre =,
Irdrdd - Crmivrewin LI BRI

IE SEMONILL LAY wvradenn Bbe U Lein 1SR T TEITHE
L] Ie f (M1 ERcn b B R
24 I T -EY 1 ST11RS: WAL
oA 1 RV B2 1AV P Lagi/E 18 M mits (IR RS ELRONTINE |
v 1 e T e BT D T ownby R e el By Dbl s e DOO0L R i 200 0 1 4 XN DF RN ITTh i [ 4 R o b b
Ly . [R5 I LI YT FLE NI
L IT. Pyl L] e R 1 i e DTS e L 0 ey % 200 sl Pl b Tl o D000 B o 00 et TR D03 B0 1 | 126081427 R0 D00 E

tn oddition, the ahave log file entny sEems ta sftowe several nleresting fles (o windows ‘evt:’ log file being nnensd
fromn on externot sttached USE flozh drive, and @ batfat detal! file org evar @ baliot imoge from Boiclt 2009 being
opaacd from o Network Altached Storoge device|

Withaut a forensc Befare image priar ta a Dominign “Update’, this type of patentially critically-important forcnslc
inforemation could be, and Hkely wauld be, lost forewver.




Servar 501 Sarver Maragement Stodio [55M5) Log Fies Cyerw -itzen

Purpnger  Thess lag Fles frack tie instollotion of the S0L Server Monagement Stuedio, which is used ta get into tha back-
enn af the elegian dnrabogses.

Figure 13 - EBAS Sarver (5,11-000 55M13% Lop Flles Bafore
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Renwer THE Lop 5 es Dverwritte:

Purpose:  These Log Fltes contaln devailed mfarmigtion oot instalted updates. ey coutd contaln evidence of
changes to the server thal would couse decertification of the spstent,

Figure 25 - EMES Server |5.11-00) OBS Log Files Bafore
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Server Fles on Dalskases Missing

Purpase:  This folder holds ail the dotebases [votes, (nfonnetan regardlog Anrhes, whon ey wore processed, how
MAany Weld precessed, who tiep were processed by, ond much morel, There ore alsa muitiple extro datobases

that cowtain infermotion regarding ballot sajudicabion.

Flaure 27 - EM5 Server [5.11-00) Election rambases Bofora
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Purgmge:  IHCF Log Files coe show ceidener regarding compaterss or oter devices being moonacred to the nefusork,

Figure 20 - EMS Sapver {5.21-00) DHOP Log Fikes Bafore
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Spwar Cuoat Logs Missing/Overarilgn

FPurpasa:

Thase tareinlon (og Fifas kaep trock af efeetiondgemiesl-rekated nofivite. The Wandows Server ovend fons
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Fipurm 31 - EMS Spruer (5.11-C80) Erent Logs Aefore
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that shauld be here alphabetically as they are above.
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Belaw are same screen shots of the kind of Election-Related infamnation [such as cast vote records, audit marks,
[y ge ratrigvals, result file Ipads, etc.] in the ChS Archive Logs thal are migsing After the Dominian Updare:

Flpure 33 - Exaraples of Eleciian Data Missing Afiar Update
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server avskem Users are Missing
Purposer  These foldars store tha Information far anch wser gooount am tee server,
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Server Virtual Direciories Log Files M sy g

Purpase:  These are the Leg Files thit covltoin infurisotion, wamings, and erors reloting to the Weahsite Seioe s ther
sevwer groceses elactiny prajerts it ks been st o,
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sorvar Windows Delender Log Files Missing/ Ovarwrittan

Furpose;

Flpure 3E - EMS Server (5.11-00) Windows Defender Log Flles Before Dorminlon Updaks:
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Server List of log 122 in Betore hnagz Cial were Deletad,

This list that fellows Lhis parsgraph iz a comparison of the Before and Alor furensic images of the Mesa County ERS
Sanvar Itis 3 comparative fist of files that were deleted — either deliberately erazed oF oversrillen wilh dizregand
[2r Lhe preservation nf these tiles, same of which canlain ELECTION RFLATFR data.

Each line in Lhe image helow is the full path llsting Lo caeh ane of the 807 files that end with the word "log" found

LT LN R SETVET DERre L L]

The Color Code shows whal happened to them After Dominfon's wpdate. O afl the files an the server Retore the
update —fites highlightod in Grech are still prasent oo the server after the update, while files big hilightad in ight red
have been vwerwritten antd are deleted and not presentIn the imege taken Afher the update,

FlEure 40 - ERAS Server Befarefafeor log File Comparlson List
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Significant Mumbier ol Logfiles YWissing

The clataset frorn wehich this spreadsheet was created was extracled fram the EnCase images of the ariginal evidence
on the hard drives of the EMS Server and had a traceable chain of custady. While Lhe images above are too smali to
br readable, the entire content of this list s reproduced in Appendiz A

Of the original 807 " log" files on the EMS Server before Dominion's update, only 302 remain, and 505 "log" files
hawe boeon doleled or avereeritten,

Of the [lhes that remnoin, the forensic examination has nal yet verified whether the conteat of these files [which have
the same filemamo and Path —e.g., inthe same directories) is unchanged. The files that have heen deleted DO include
files that constitute Electlon Recards and are subject ta Federal and State dala ralenLion laws.

This list is cnly 807 files, and the text size i5 50 sMall that the cantenl is barely readable. The list of tiles has heen
braken down into smallk subsels bumuse the number of files on the entire screey talals 363,321 files, many of which
ore prowided by Microsatt as part of the wWindows Server 2006 aperating system and its assoclated applicalion
programs and are nat Electian Related and do net contain 2oclual Elaction Data.
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This ligl Lhal lollwes this paragraph is a comparisen of the Gefore and After forensic images ol ke Mesa Counby EMS
Semvar, Itis a comparathe lisl of files that were deleted — either defibemtely erased ar ave rwiitten with dlsrogard
lor Lhe preservation of these files, spme ot which contain CLLCHOMN ELLAILE dala. A readable lislis in Appendit C.

Each lina in the image below is the full path listing [e_g.. comparlslan of file names, not cantent) o each ane of the
SB0 files ini ied, 190
Evant Log Files were deleted,

The Colar mode shows their status After bominkan's updale. Of all Lhe files on the server Bafore the update — files
highlighled in Green are still present [although possibly chanped) on the server aler lhe update, whila files
highliphted in light red have been vverwritten and are deleted and not present in the image Afoer the updale.

!
Plrdoams SxsiemS Evanra \Lnpa Bz s 2 hews-Taskiche delerka
Ao Sy rle mT i i S Loga Wi atelt- Wind ows- VIR VEOO TRADE

Loz s B innze il =% il s a2 108 &0 Lrrops g
Linaz\ By Wanaga=pn! Ceewpene

Logs\dpplac cn.cvia Windoraes | Syete m3d wineve | Logs Wik ool Wind re- VHOMP-Opiratia
Lags' i Far i 2E v i 5.0l Windows SyEremad wineve|Logay Mool Wi ApgKDegl |
Lar e et Esproncr oty Windowsh Seriam I winevt | Logs, Wi osoi Wend oas- A ppilegloyme i
Lacshkdlcrocatt Cliemt Jocndns Hacfer~Yaaaiin +- Windows ) Spsiem3d i eyt Logs | b bk oot Whnd oves: i e nathonal 840
Lars.Microsait Windres spplcacle = werdliy I ompalizal 1 e-h o Windows) Sysiem32 iwinevt Logs | Wi oscht Wind ovs- M UM Op erati on

TuzaMiccanft-tand e s-npp o3l Buncim:d &emincet R TE B TR SR TR T LA NE Y FIRS A BOTES PR R TR BT e
Tyze' bAccanft-iind nes-app s sad ne e ddomin oo Wealnasym e lam A npesh e sz s - g sws - ndaws Firewal
LigshBivi-raifi | pineglopmen; BAUperak cnel ek Winderad st mED i nevt Loy Micr ool -Wind ows- | phipre cB4 Opers
LugsyBAieeanl-tinlpae-tpp e Inpme - Sereer SR et fcbad. s vre Wizt S 3 e g B G aces SRS o iviyRar
Ligsy Mz i il -similyws-1 szl pprbp K0 2er 2k onal. et W vzl i e S e B e Seeaees A pReadn e,
Logsh kAl icsall-tefilnl s e U el inen a5k 240 pe win-al agte ‘Ao Sy st e m 32 wirabt L og i ool -8d cas- A plbea dn eatel
LogsikIrnxnll-Sirln sl anes w158 ml s dopembona) 24ta Wl nm s, S mE e nen' Lags s re a1 e A plitinn Eeac
Lozt ki nl - Uil [EFTH ETTE {-1ntarps2Nlap-nstes Prauder Hdadmin et Wirlamst Eysbem S nen Lo i sn ' 1-ican -1 eans e p-Bal e
LogshMizrosatt Waindoes Carsti-CPAPESE Rak K ey Sanz e < W dnest SystemI L neys L S sm. oA

Lozs klcrosatt Mindows Cosda-CPalk kbl matinnal. el Wdmmsy i ystemz D nes Lo g o pplcan e pets
Tuss' ilcroamtt-iindows Gl zeaemu sy nag e hdilin o Wheayast by=bamid Voinees Lo s sty axty

Inzst pAlcroaaft-ind mes Gl EIesun i nag e Sy 0 i it Al Wyt sy bam A Lo neys i Lo g o oot - \Wind ows- DhopvB-Ole 2
Tuss' bl roaott tindmas dpalcsslor Pess & ce b o ags il s lanteb e ahml e Whealysastzyzbam Y nent Lo = Windows PowerShellevis

Lugs'y P v nll-hn s e- b p L] et Samin .oty

Lugst ke e nlb-Winl e s he gl -Gl =0 b8 2 sty
LogzsMlisvoinl-timlnas 1y on-U ey b- L we s Er admin, mb:
Logst i all-timlnae 14 vl cpps=1peresloral avky
LogshMi: v-xinli-tiinl Apperey;h AL pentlaal ate
LogsMizrosatt UAnd i =Ko FRusn ¥ AN a4l ropl ek
LogshMlzrosatt Velnd e Ke i ITLd Dyl e
LopstMIcroemtt Windmaes Koricl Bac o avinpsebn e inan a
Lows blorosait Windmaes Korrecl Poeoc ¥ AT vk zenal el sl
Loast klcrcemit Windmaes Koreecl SRlmEnginea S mialinnal. - 0
gt iz inenft-tindoms-Karrel Sorc ke doscrarional. fal:
Lzt kg 1zauft -t d g s dpedDeployme s Serer SA0noran cndlarsla
Ligsty iz vmnl-tunlinss- Ko nap i LS ECOpeerat cnal. ety
Dugsty iz - mul-tinlpas- K= o= Holders 45 baprce, et

Duge', Mz v nll-tinlina -1 e XA ek cnal, ot
Logsyklercenl-Usimluss-EALEA A Ammacts

Logss Al ez ali-tatmlnas G nngd ol B dperat cnel. =i,
Logs'.Microsatt tndoa s BUESC satinlew 2

Logs Mizrosatt Wind e - BB il e
Logsskdlercsmit Mindom -kl 2k uh e ¥ imahcusl md
LaastMizroeatt Windoms Bibs®A0Rr D e il
LoastMIzrosmit WWindmems Fiks®ANWH e

Wi-alnmsl iyl S e gpe ey Masagement Sendoe svin
Wi alnast iyl S Vot gy inger net Explorer avis
Wl oms S amSdveans: o ps i F aroes nE o el
Winderai\5 P winetLogaihi fa-nd W Opara
Windran Syalem I winet i Logd bis opsi - Wind gws- Appl oot ioe- g
‘Wind s System3d wineve | Logsy Wi apel A ind ow-Prog es-Compat
WindorastSysiem3 2 winee Logs Wiz asef - Wind ces-Dhip-Climriebad
sy yrbamd S nentLe s MIcres ot Walns ot TermdnalSerdices
Wpanmsyiyrbamd SednentLe g MIcres ot Walnc oy TerminalSerdices
Windores | Sy ste m 32 vl rreve L ogs' M oosof ST owes- WEn M Oper
S kem L e ped L e M cre o ng oyt A8 e d ows Defend
Sambam L e e b Pl res - nc ows Wird aws Defend
Whiranm 3, Sz A3 e e M eesnll-dond gws- UserPrp S Devic
Wi Sz A e gt n nanll-vond gws-UserPap S Actior
Whintnm Sl A e e P esnll-vosd gws- Dev ceM anage mi
) LR ol [ E TR T Tt B -~ T ety B A FE R S e s |
I B LTI T et UL R o - - e ol -t A
Wl ams Bstzr3sine A Lo gs M leros ol o led Sratefl Vi
Wi e sy Btz M3 Zinen Lo g M leros oft W led Srarefl v
e E AR ey =l ELLT) POl B W~ R P 17 S S PR B S
‘Winadoras System3 Nywinest Logs M icroso® - Wind ows- Keenel -Shim Engin
‘Wirsdores ' System3 Yywinesa' Logs\ Microsod - Wind ows- MESsA Dpar atios

ke

Tyzstkdlzicen e -ind s Pragrz = Sompac Elcs-AsdsiantFa e al &lne 1 jgiale pal e i irad o Systam 3 i nest Logs Microsod - #Wird ows: NifsRAWHE e
Tyzgykizrzm - indoes RemcteDesbnops el Ad o wT 5+ A 8 lnn - pralx Wirdows System 3 Powi nevt Logs i Micrasot - Wirdows- Wedeme Snagsh ol
Tumy Mizroeaft-windoms Sotk - REmrXAebng. .. ‘Wirdowey System 3 Piwinesa' Logs M icrosof - #Wirdows: Kernel- 058 Dper
Ly M eyl andpas- llemcbeDeskto pSerdees RooCoreT ¥ AN ral s s Wirdomy Syibem A Fiwinea \Log i Microsoft -#indows-Codeime gryss
Tgsibdnze it windnss-Eernel PR Cemizurac on.cis Wirddgwy Satem 3 Viwin e LogsiMicrosoft - Windows: Kernel S HEASAE
Lot v ea: M-l e S - priaqn B S =r 3b ko a o ants ‘Wirslowy Syibem A Povined'L o \Micres ol -Windgws- Kern gl -WHLARAL
LgahMinizechi-tsbhmlyas-Sidl-Core S0k onCorbe - mte Wirdowi SyitemIYwineailophMicresoh-Windows-Wind gws Frewal|
Liga b vl %o hid U re XA pLatusEs @k Wirdien, Sygbem A Fowinea | Log\ Microsoft-Windows-NCSI%A Operation
Lazsth kAl rz N -Winlum e Sl ve v pmsn lastaChenne vt ‘Windowd Sytema DwinsatLog Micresoh -Windows-Winilet-Condigs
Loz kAl ezl -y meShiel e F AL perekione . vt AL BT AT e Rl Gyt e - Uil e o0 aqele: = IPRPIEAE
Loz \Micrceatt Wndoms-Snhien ¥l e e: inkp.elx windows Sume TAZ UM et Loga Pl or s ot Celnd st s piv- 206 P E
Lags . Micrasatt Wenddms. 5 S0l sy sl e Winedows' Syrema Py nisa Loga\Micres of - Windewa-Divece Setupan
Logs'\Micrasch % ndoms-EnhiZEen. #d%: ankpacke Windows SaremITwinisa Lo Micreso-Windswi- Do Satuphan,
LomiMicroscl W ndoms S 25 crac et ilil.nal < Windows Setema Pisin e Logs Micres ot Wi ndoss- Comanens-Wily]
LosmhbdloroacH: W ndoms Seei o ar: P reey il ‘Windows! Systemd Diwine i Log\Micres ol -Winsdows- Comanen-Wenly
LugehPAicr -0y n oy s =125 e rd 0 pe anlo alaws ‘Windowth Sybemd Fosinen '\ Logs  Microsoft-Windows: Ertudelrﬂ-ll:ri




Lags Mo att salndam B S5 apiscbmamlp el
Lag=Microemt-walndooms B S nessC k¥ Adimiscealz
Lymehpdlrsamft-Lalnd o S0 S e neeC e msHnda natin .l
et kAl e dt-wilnd Tons SEak=Ae oAb oS Dper ac oo s
LovashBlivinonl-tan:lese- S0l Hlepaakor a5 1] lest ricted. e
Loz i iemnli-se
Lozs s Misnll-suind:ese e malSecnesed coatiess ol anaparidn I in ey
Lazs'\Microsatt selnd s Taa IS ricsdaealirar nfrnagartd Ope-mlp gl
Lazs . Mizrosott Waln s Taom InalScricts R nd W cnnmden =g pad sl e

1d:rme- lnah G- w1l PSR A mManoe. B RE

Tuzs! il roeoit-salna s TamInzlb2rsbzcs Renstslnnn: kAo agerdboygalimele o

Tnzst iz rogmit-windems Shoretdoparmonal. sne

L2yt bz res -y ina s e lvermar e amot rad e Db e mlin - «
Lugztbliz e nlb-samsbras- L Figd le Sepac A0 peraconal. ook
Lugsti bk vvanll-svmras-Lmn p ok griierber, mpky

Lozss Mk csall-adined e Lasn p A e relal popr

Logss kil rcanl-ain e Saptlinl- s jperetonyl meb:
LagstkAlscsnll-dine e sananon A Cpee e el ek

Loasimiborosntt wolnoas eelndons Dofend rs b ce - wlinl 2 =
Logrst Mk rosntt seinsens valndens Detznda s S H ad s

Inast Kcros ot Walncoes windoens Froesls Wch A2uan: ml Sk oo Ml padean s

L Mk rcs ot Walnacws winl et SonHEmEr o8 Ca gl m g il welz:

=gt RIkcrosmt-walncoaws Welnkon oSS pe atlara . dule

Liggsh ks insirl-veimoceue-val IR EAD peratGnal. ene

Ligs'aplnguede

Lo syaing ris Mirsn-Slipl  pal

LoasyMizicanh-avi ainzkrea |l Wl Aoanzed SecoratArEeall avka
Logst BAE i nll-adinsp —salal -G nalp ¥ e |o-al avte

Logs\Esbom. oy

LogsyEpzuricy 2

angoay s e sle i minc st Lags, Snup. s

Vgt e me L m Ik T L O G re e EMS Spi i SMNI0A00 271001 -2 R 2 ra
iy s e e m o LA e r s hie RS At - A0 - RS 1R e
Uehink e dfpien 1 s nact Lomshirchose EMS Spme~ 005 06-30.1345-05-347. i
Uk werd Sprenn U vl et Lo s s EMS Somes 200 57 R-M-2R404-20. 0000
Wlnootst s il e Y ngstan e RS Spme— M5 10 37 15 25 37 12320
Wbt S psTHn A e weed s sl S Spmee JULS OF 04 B2 C5 35 Be7.2np
Ml o i et st lose-Lals Syme— J005 07 30 Le 29 ZJ GC2sn
wninoor st S e 2wl Lot B s F RIS S == TS0 S e 1 - B e
Ll b = ey oy AT TR RN BT TR TTEE i B SR PR | FYRE bl BT o [ R E B
o s S s e 32l wonThLOgs e rs i s ERAS S we - N0 R0 10 S "
vindoe S ne 32 mlnea st Lags e ro s ERS St i - 10 2 e 22 AT - e
ndos s sE 2 i rea s T Lags b s s RS o W =120 12 1= 0 A=t B Y
Wl e ) 2 et Lo T shie EMS S 2011202 25 H-20-21- 515, et
Vonsh e g w2 vk Lo L rc ritse EMS Syt INI00R-25-17- 11 255 0 Ko
et et g LA e e s s Bpmase J0EC 0 16 0T C0 24 535 mny
Wnileh e L et g e s iU e 0EC 06 6 04 35 35 AT A
Wik A m e s sl Bpm e J0EC 04 BF 2106 41 250,25,
W30St S s d 2y mi e Yot o d WS Spme - JIE0-00-10 15 1H 35 LY e
LI L = btk T ey P TR RN RTPOLL YRR CXTUR L EAPST T Eabr ] | o R P TE e e 1T I o N ST
WIngos Sp e e 2 v o LS BT v, FRAS S bee =200 st i LA e,
eI st Sy sl 3 2 mI s Ty Lo Grrh v FRAS Sepe b1 =200 1000 W IF 00 - 0 ek
N Sy e mA 2wl wo T LA A e F RIS S 11 =200 T8 o111 4= T3 TH =l
Vangloesy iy s e d 2 ml st Lo yarsione EMS Spani 1= 20 04631 1408020 70 Al
v s e ml st Lo e ro s ERAS S i - T 10T 2231 1 RS R
B TE SRR T WA S IR E . XA ] TR S T Fo P S T o W 1 B T O IRV T
Uik me Spm e U et Lo s s s EMS Teme e 20T 1-0d 2R -1H- L-3F-E45 1l
ok werdivpstenn 2 mpt La s o sh s ERS B e T L-0d TR -TH- 145 T el
Wnn B0 Sy e gt el e LS ety A000 03 20 D0 20 26 353k
Mrindes s e ety pm i ch pe-L S s e T, 020 00 GB LT 03 2% .
LR S T T R PATTETE RARTE 0T RS DR TEL, T N B 1 =3 ke o= e WP
Erindornstapsteind mieed Yl nestan: lossd piS SymeRl L2 10 G 1S 37 50 o532, 20
WInges e e i L nestan: o d S Symen 1T 10 L2 LG 05 30 005, N
Urindeerss S sk 3 24 mi s WL Lok 4 s 1roe £ RIS R TR TR s, [ W T LR I P L P
Weindorws: Spstannd hm iecsl i Lonms 0 lrwe 4 RS Spwm e re 100G L UAOT 20U D00 et
Wrindows: Spsuarnd 2 mlie sf S ol e 4 kS Spme e L1000 10 10D HEY b
ninoow i stamn 32 minc Logs Brohow, £615 R TR TR H B W Y| FEN TR LR LA T
sindon s e stam3 2 minc vt s Lagsha o e F RS St I 1= L= =R 2D
Lo e smm I nast Lapst Grobius ERAS Spaii e 0 00 F - A0 1R ) e
Vb st m b wirest  Lags'ersh s ERS Sy e I L TR -1 L TR W8l
Winnbpasipsemad wincv Lags'orsh s ERS Spsiene AL TR TR-1R- 1 ks
Wimkra s b ainegt Lot irch ve EMS Spmann Uo0eE-21-15-36-3R-55 0 il
Urliinkres sl Sty negt Lot irch e EMS Spmann 2017 10 L5553 IT-RM el
MDA s e Mt Y pesrch ve-LkS Spmamn 2009 16 23 L6 57 23 HT.cux
WIndZrasrSpslem A wned S nm o e S Semam 2020 10 15 0000 57 S el
it fasln W mn et e irch yeES Spmam 2020 10-21.05.2d-27.553. el
Windens Spstarn 3wt Mngsbon s loue ! 5 Gesjeme 2021 30 26 1S 2 17 B42.evbe
windenS St i S o o S Spslanr 1313 10 0125 03 525,k

1
WndxwrTpHem3T i miresLogs, Wl ooasefo tindoess Lier Frot I S2red
Wanlzeest vpr e LA winEt L ges A erossft tind el ve d540perat ¢
Wl e gl 12 A1 sy U oo -iind s AR et dope
il r.'cl-\.'l,."'i"'allllll..l.:'\l\lll-l!.“ Lol g Rind st mb lam AL o
ind st S s e 32w Lo, S el - reesmnh ke 6150
"Windoess Spniennd 2 minc L Lo Ol -l v Weink g il e
Windotes Spnenmn a2 minc L ag s v sl - ke = 2uile g Banan,
wEndzrpr amid wiretilogsy W1 aosch hindoves Eoml g tnctA D
‘Windaws Seslam i mirestiLog s, W aoach Windews CoweTimesmmo
el e e LAyt L gesy o st d s Kn o= Rodders &
TN E LIRS PATTETE SARTELING B 3 b B T BT [ [ R e T
Lirar A el 1 ™, g £y W e - N s s e |0 ra -1 Dl e
"Wimlarest Sy A2 v mitked s’ W o3 vz N-nnlirw = hidl et elagi
Windaraa i T At RYEPTLR FERTRCH | B S T R T I EWEL S 1 FTT T
UL [Tt T e e 01 | 0 SUEFTIRY T T B ey P
nindaws e sema 2 mins ey Log sy W o et N -ind tsdeap: |'~'|||ﬂ|'!-i||||l||
AN T e A2 i ns oy Lo S S o el RS rew 2 G s B awpn-2
Windxws Ses] am b wirest i Log sy W crosch WInd s Boresid-Dnernio
Windrasaramdairetilesy 1 oosch windsws PuiMmfcion
Wk e e e et L s oy pss e -iind s PushN sl Hostion
A sy W erossfE-iind s 1 B e
Lt L s 1 erpssft - nd mss-npedicallorr Eap e
¥ '.:" ALt v vzl Astinhrac-appinyinne-lage
Wikt Spsl i i g st Woaoeacn | il Lie
LA T T el P I P BT U [R5 PR B LT Gpddivatlin:-Fage
eInd s Spme 2wl e Loa s, W v v -8 i e 3 ool o 51 -
Wlndeews Fpme 32 mins o Log e, s o N - ln s Badoey i Taskl
mIndows st m A wine v Log sy WaT aseh W ndows Sarie Masager b
windas e d a2 mine ety Lozsy s T osch W nodoss Serefdacager
i siein L nact b sy W rpsc it Windows-Fersard npT4op
wand s e em i minagt Loe sy U erosch Y ndmas bapresanaper 1
windxes e em i e et Loz Vs oscft Wndowes-Resoarce Ex-as
"Winl:et Spslnnd s e - miira e nk e ket
"l Spslend A1 g8t U P il s Dv glink g bp e
"'.1I'||1:|".l.-'l,5"|lsll':l'|'|_]'|n||'|l.'l\.1 ASTHLR FERTE | B T TR E B FTIR DE R BT ]
I nd s S s 32 v winesd LLg st Waa szl A8 ndnmsFuear e Genng Conr
Ryt T ek L T E T T HEL RS PRAR L PERTREELITIITE T TR ESETTE AR I
WS Fpnam A2 sinc i Logsy Mier asch 'R ndoms Soaragetamccs
Wind s Sy s m3d minsts Logs, o nsof W ndoes Dingnods- DRSS
Wendaesipsiem it iwinay i Loo sy alkT osch W ndoses orase ClzssPnP
Wendospstem i iwinae Lo s aler onch W nd s Resatthlonagor s
B ndms e sbam i wines Lo sl ectt W ndoms Dlaznaods FLASE
Wl Sl W e gy Mt uscft S8 niloa- LA L s per ak
W ket Sl Chwrnet gt e usc S8 niluas-inoes U an e
R T B EECEO PR T PR TS TR FTPTAY LTEJTE B eI TR T P IURETRE: S T4 R TR )
P T B SRR PR D TYER T AP OLEL DESTEE I LY T TP AR LD L [T
LT B RO PR T PR DT R BT DU L DERTE SR DL T TR SRR R B I
S e M Lo as kb sod A o s D s
Wndoa ST sme =2 win s i lnass kA ntsd W aidnom s S e - Sns il
W ndTy s stam st win=r Lo S ER 5 Semem cebe
B ndmwst T sbamadwines Lags M asok ‘Airdams Applartan Grmc
WondmasEystematwinz Lo i Micasoh Wirdoms ARpl adan Sosc
W st g rbam s opdnesiLo s Ly fdjualcal o, ety
W st rbain b Lones Lo ke -asod A8 rdoss ClesdSinrapevilz
'J'-'rl:ll:rws"‘*',rtﬂnu-'.-.1nr"|lu:: Kicmsch A Alentdadin.cne
- TR LTI RO LS E S B Rl T T A 10 LT
A il Zeslpnn 3 gt s -Ba s len b4 v rhpa Appd
Pl |1|'|#1'l..1|.1||.l|||'\.1'|_l\. Anws gt cewn” Juline RS A2=m
EAU R P PR TR T TR FITERY L DT E ITEA B oo T TETRT T T T 3
Wandnastagalemn S ecinm oM s Alser L peeienes dubicl e,
Wi st S e ME S e L e s - e Bk Wil il
Wirdvms SwspamS A nes b s - daa Enerion e Yl ialean
Wir domstEystem3 L nentLags i Mizres o dsee Bpedence Yirwalaal
Ardomst EbamE ednen i Laps b zra s W -dows AADEAOR:S o.la
Wirdoms, SvsbemIsywine A Logs klzrcse® Wil dows Al Uso . nedl-a,
Wi-domsy wrhemIdwdneti Lot Mizres s wH-dews ALcn=A0psrat
Wi-dpssySrhemI e nesLags iizres o W ews SppHostEdadmin
Wyl yzham)AneA e s lzres oA - d ewa - epiDadCpe el
W-dnmaytymbaml A neA Lo MIzres o - Wl s ewr - eplkca bl HsEngr
Wiy ttamd Sdnea Lo M sett Wi cwa-Aon sodiar sl SHE
SRR B TR U], TR WY £ TR TP HL BT JIE TR L Y ST ]
Wby’ S bam U s nena Y e R cas dnnd puetop cokerhd taz
LS DT BT BRI S RTFE A PP B AT TR R X R H
Wl 33 enA T v e e M esnll-w el -Lpana: g £
Whisatnws Bzl G T nee Y el nesnll-of SR TIETIRINEY o
WA, B T 2 0 T L e B s ol e ] G e T B s P
AU TN AR-T e e g WP oA T SR T [ B A B H S T T




wrnnasiigsten i el cpfurchiee BAS Spmaw 200 11-25 252312 01F. min
A e ey e chbae-ERS Spmas 021 31 23 23 13221 el
‘WilamsSpseannsd il gl e MY Sy me - L1 G- 2L BE3. ey
Wirdams AT c WA N e e i RS Sy = -1 1-00 -8 1E-ET 150
W g me st myrtemEd A n e Lo Rt A E it s SRAS Fpd va= - IE 121 TR TR e
W doras Srstamad wan et Lo gt archtes SRAS Spat i~ -MN3 1-0H- 17 411-10-1H-0 51w
Mgty stamadivdn et Lot s chi s SRS Sk i 203 100511 1 =304 B e
wrilnaspsiem et pprharchve S Bster 202192 & L2 L0 2RIad
il L e piorchaee-SiS Spmn 202007 1T 02 55 47.C80. 0wl
W darl3psiemSdwincm e b s S Spmee 125 1L U7 26 52 25700
WadawliFpniems imlnrn e b e MY Sy I0-00-00 09 4z 73270
Wt dncedtstemdiminee e b loue- WS W= t000-10 16 L5 30 34 054 ne
LI [ AT 1T R AATE [ A Y200 ) PO T ATV ST T R I WHRY YR § YL P
TS S a2 win i LA A areh - SRS Sepd e 1S 1A AR I
Wiy e nss Lapstarsh v SRS S e NI S0A- A A5A e i T
W i e m S edn e Le st s s SRS S e 2N - 122 A ROR AT T e e
W ras p e m I I neys Lagst arch s ERAS Bt 2N LT 1T ST N A
W il e 2w nm s - S Seken 2020 08 05 L 1335504000
I8 inhirsed s 12y e S Loz ch e ERS Soorem 2020 08 1. 15 W1-AR-RIG.2 e
W ndeeh St 2mine Mg b o4 b mkee 1Y 10 3B 2108 53 EH5.00m
Wndzed ekl 2 mie gy loged kS Smkpm-L015 127 27 1109 306 72700
W d et St A2y miee Sl lowsd bS5 Smbem GO0 C5 DO 03 33 S00.20
W e s e fid 2 hmireS o= L dn sl v FRAS Sard pm- S - A QR0 - L S Ty
W ndowest Ses e eI N i Lie o Slos F RIS Syrd b= 0T 400 - LU0 - J1- Y Ay
Wl iy e m v e Lo S ra s ERAS Boplimn-20005 400200 1210 1K ke
WA e S m L e rem T LD s WG i st ERAS B ran=2100 04 Fie1 F-THA - HILacke
W nd et e T e LA Es LG nendase ERAS Fad ml-2 020 1 010 1040 0 0 ke
Whanleed S L e La s i shivse ERYS Pspem 2000 05-31-1 100 A7 WR A
Wanlired oo e n L et Lo s hise EMS Seerent 2000 02 3P - P15 30
Wind ot Rt And2 e s L nes e U S bystem D06 08 0 13 19 04 IS8t
WIndots St wend2 e s L nes s U RS Symkpm 2318 17 20 T108 L2 S33aax
Wi e ol e A2 e S pat fonc iU bertem 2008 12 21 04 09 35 050
N2 e e 2 | 2l L cmed R ek em GG UT O 50 DLk
WISt ST I I wanl Gl e R ke T0-1 1 18 Y 08 1510w
Lt 1 VR e d e et TRl YN AT g T = LALFE B TR U Il B B - S T TS o
LUl 1o e N ettt TRl N AT T = LALFEN B TTR R F I [T I S RS T e 2
IWInooe S e = A bt Lo s s i B G B 10T - e - S ey
vk et et el et g s AR e EMS SSEenl-2 200 - 10-2F-21-3R-43- 30 e <
Uikt ke = Ly et prshancaive EM S B am -2 02027 5 Feild-er e 0
Ui fand = A wam ], matfns i LS Syebem 20310 05 AL 21 15 45-SdNawic
Unin stz e A7 Gmiesal®, et hnc-dye-C% Sertem 2000 05 65308 1281 10w«
Uniim kel e A2 et aatAnc ik S System 2020 ©4 23 17-12.00- Al s a
Elnooas s BT 2 330 el gt e el S b bpm2 UL C5 LG US 45 04 s30T
WO | S 2 AT el g B e S Syebem AT £ 15 1T 32 050818
WrIn OO S P ST e eal L st el U Sebpm-dd L B3 26 13 42 04 16108
L3 1B TR e POV o, ) SRR FELT P P O PN TP R TR L I IS NI P
Welnoons ' S S S rauTh - A e P S -G -2 -1 3320 47 L At
Wnnpkoanet Sskam Az ety @ s A s c1wd ENTE Samt Pt TS 1 e T e e 1Y
winnkeey ! Smbam gy et s A et ve ENTE Byt a0 82121 - AT S ks
Vo e bam Az rent, st rad e ENTS Saal #0052 6 Sy 1t
Waiizhesnl S lan S et s Aind e WG Evsrom 20204120000 1235 el <
Wik st S e T et s Andt v EWIE S4Trom 20040500 e
Waln a5 A e real o F A e LS bstem 2020 2L 31 02 47 AL CER o

LULTE et (RTTE AR KT L o P B Y, KN 1) s I e e O e e T FETY 1%
Wi ws, S e AT e ey o f s lye-L S System 2220 23 03 26-20.05 4] Hels
L b 2y o ) EFCCEETT PTRCET UL STE T TR s DTS Y ) BT AN R i R SR [ )

NN WT SR MA DA e s ae] WL bakem-20iL BF I3 06 OO 32 2580t
Windows b M mee T, - g B il i F AT Sn | pin-E ] 4305214 - 16 S0eOil acky
Waindows! e bem 3 neaTil g stk - tdvives Pl Sy lonS DG L e L & 536 e ks
Windcms! S be M2 e T Lo e - e FT Syl 20n2 42211 19 67 34 TLE ke
CETTE R TG T, B RN Pl (101 of PO 2T BN Pty T T TN T, e O
windewy Srbam Az A n et o 5 v - EATE vl et W =T 5= e - 2 it
Vatnsheaant b I UeA nem At op s o Ivie ENTE Shsr s -2 04T R M2 0 10 T T pks
Vi, Sy lam G g nemet Log sl o e BN 1700200 18 TS ] 10 5 ks
Ve g bam A S neEAt L o s nch e ERLE Snst i 30007 18- 1A 10 U ) ke
Wik st Sl Aheanethogsit ad- e ELE Sostom 2001 00 45 T2 230000 e «
Wainzhosn Sl S e Lo B8 v B Zystom 20204102112 A0 10 < e <
Ml 3CwE, S Sl Y s A chpe- Lt Sertem 20210 23 3303 L5 -3 e
WA w S0 ST el 1) oy em- LS System 2020 O 221- 17555070 Akl
Wil Sl ST eseraly) s, hiee- 1A% System 2020 dA-11- 17232 04 e «
RIS ST ECMEE A1) oA W1 cabem-d L BL L3 20 1T ad Sllasm
WINIcws, STbamSSatiinely yobochiae 161 bystam- 2020 B 02 19 32 [4 SA7 .04k
vilndews | erbam 2T n e o kAl e PO Sl pin v G LU T-100 5T 1K 3G et
Wndew sy et bam s neerL o vos ol ies- FiTT Rasbein=a 3.1 06 L8 U 190 avky
WA ws | SEbemE A n e T Lo Sl i PR e bang-nt1-10- 41 120 47 a1 T avke
vandew e byrbam A LA ne i Log sl sl ENE S e A0 0 et - ot [ s L atky

'-'«'nl:lm".hﬂernﬂ'm-ﬂt'l.mpmt:mn-MHums-ﬂmmnpﬂm
e alnwst Sl vt Legt A Micreaott-Wind ows- Audio®4 Plargbacl
A s T PP Tl TEFA TS [ WY W] P TR S | 1 LT [EPRSE Pl RS T [T Y AT
EL L S [ERRTAT TR -0 SRR VE S ST TEREE R B
WWindows| Systema2 st Logi MICres ol Wind . Bee Practios
Wit o Syste M2 st Logs MICros ol Wind os- Biom mrics s
Windorash System32 winevt i Logsi Micresolt-Wind oas- Bins-Clisnrs S0
e ilnmst S lann s ety op e o amc it T cws Dleetoath-BihLER
Whlnasl Sl 3 et op i pecft A8 e d sy Bluetoath-ETPE
Winders Syitem 12 mined Lo \Microsoft- Wind owes- ranchCache
mw‘”uwu#ﬂﬁ“kmmnﬂm{tﬂlﬂmm
WindewtSyem 3 it \Logi\Microsoft-Wind ows-Certificet
Windows|Systemdd et iLogiMicresalt- Windows-Certilice
Windows) st emidminea Lo Micresal-Wind ows-Compas. g
Windorss Syriem3d wnet i Logs Micresoft - Wind ows-CoreApgl
mnm:'mmmmMmmmrz-mmn—:-mwmnﬂ
Nﬂd’ﬂ#ﬂhﬂﬂmﬂmﬂlwmh-mmu—mnﬂﬂhﬁﬂ
Windorwsi bystem Ll iwinedt i Logs i Microsoft- Wind owes- DL Prowigerdd
Windows ) System 1 wmet i Logs\Micresott- Windows: DeviceG uandia
Windoadfyiemd mined o Micresoht-Wind ows-Device-Ba chgroy
Windered Sysem L wned Logi i Micreaott- Wind ows- DeviceSynow g
Windewi\ System 1 wmed Lo \Microsolt-Wind ows- Disgnoais- Scripte
Windews Systam 3 aineda Logi\Microsolt-Wind oes- Disgnodis-Seopt
Windows Symtem I ogl\Micredol-Wind ow- Ngnosis- Scnp
Windows\SysiemIvemeda iLogiiMicresol-Windows-Disgnadlici-MNets
Windows) st e maZaineaLogi MIooson-Wind ows- Ding corsSendte|
Windows,System3 winen iLoga\Micresolt- Wind ores- DiskDiagnne
Mnmﬁmzmnmmmmm-MMm:-nmm
windows Systemi I vwinetiLog Microsolt-Wind ows:Disk Dvagnomicse
Windewi Syl em i ywined Lo Miorosoft-Windows- DS0ORA Admin.,
Wingirwt System L vwenevt i Loga\ Microsoht-Wind orwes- D50% Oper.
Windawi Syt em 1 weaned ' iLogsMicresolt-Windows-EapH
windews\Symam3ZwininaiLogi\Micresaf-Wind ows- [aphiethods-Aas]
IV ndoiw sy Zssiemsd mi @l Pdin e nll-2 ol 4 e ml“.l
Wndoys Sastem22iml ot Lo b e s i L I ol o s - B b it b

W nd s Svete =2 el ot Lo ra e s n L W i ms Ea i ik T8
WIndowsh SymemaZywneaiLogsh Micras ol -Windows-EOR-Audt- Regsl)
Wi s e sbem bt vl s tiLope PRl cealt ' rdews EOP dudh TCESY
mnwmzmunm'u.upwkrmun-mmm-m
WindowtSysem il vwinevt | Log\ Microsott-Wind rws-Enroli meniPod
Windows st em 1 ywinedd i Logs\Microsoft-Windows: Enrol |meri e
WindewySystem i wne Logs \ Micresott-Wind res-Ey
Wik Seilen =2 i m ] el AP a0 il 4 anE-Talerant-H
Windawii SyvlemlIwned iLog Microsolt-Wind ows- Federstionfenvic
indrwi Sytemily Vil iMicresoft-Wind owes- Flle Services-
Windows\ Setem3Twinira \Logi\Micissol-Wind - Fie Senaces- S
Windows ) Sy em 3w Lo \Micresoft-Wind ows-FileSharethad
Windows Systemd et i Log\Micresalt- Windows- FIMSREDgenat
W nd st SwstamId, m - metiLog sPalor sealt W ndcws-Felidn Redngct
Wind st Swstem3d ml-aatiLogsbler el Wi nm sl shoagios
Windowes Srrie m S yeened \Logs \MICros ol Wi nd oes- Gen svicRoass
Windows Smlem 2 yained \Logs MIcros ot Wind oees- Hel gl Operat
‘Windowh System L winet | Log \Microsott- Wi nd oes: Hyper V- GGeest:
Windows ) Syst em 1 wined i Lo\ Microsott-Windows: | 00T is S8 Dperat
Windows) Spsiem 1 ywinedd i Logs Microsoft Wind oves: IEES8 Dge rati
Windewii Sy emlwied Log Micreaott-Wind ows-Ink ernational -R
Windewi\ Syt emlwwied \Log Micresoht-Windows- KdsSy c%4 Dpermt
B I B R Ly BT A BT TR ST TR N LRI RO 32 ST BT T
Windowi SymemIT AL el Micredaft-Wind ows-Kernel-Dvent T
Windewi Syite md e L agl Microsol-Wind res- Kennel -\
Windows SystemIdwnea iLog Micredalt-Windows-LinguapePach
Mnmm-mhmuwmmwn-mMmumeﬂ
Windows Sysiem i veneviLogahMicresolt-Wind ows-Masagemen T
mnmﬂlmﬂkmekrﬂdﬂ-Mﬂdhl-Mmﬂlqmq
Windows) System32 wnet \LogiMicresolt-Wind ows-MiSireamProidd
Windows System 32 e | Logs\ Microsoft-Wind oes- Mo bife-
W ndoryst astemad b reat oo s lor e Wrdeys I chlie-Broad
Windows) System 12 et L ogs' Microaoft - Wind oes: M prdd misd Cper
Windows System 1) ywineat i Logs Microsaft- Wind ows- Ms LbfoPr oeide
Windows Spstem 1 ywnet i Logt'\Microsoft-Wind ows: Networkilocn
Windawi System L mised L ogt Microaoft- Wind ows- NetworkProvid
Windewi Sp¥lemld wisedt iLog\ Microaoft- Wind ows- NTLM¥A Op
Windowi Syslem i mitera i Logi\Microdoft-Wind ows-Ciflina Fi
Windows Syile mid wisid \Logl\Microdaft-Wind ows-One llackug 4
Windowsl Syrtem 1 it \LagtiMicrosoft-Wind ows- 008 -Maching-
Windowe,SystemId eisest | LogliMicredalt-Wind oes-PackagaSeate i




O[T, (e SO LT RN T Y PR RN P pr e N T ) BT R T[S
CO TS AR LT T BT LR L |1V A T e b TG o B PN T PP P
wrneowy By el 12pt opsrdnchlae B2 5,300 200 D05 10000 2030 el
ez Sy A w el e The- B Spstem 2026 10 LL DG Gl L2 20E s
Wit Sand B2 s wal), oA Three LS Spbam 200 C6 LG 13 21 5T 905k

LA LA e T o U TP R ITRE ) R TETTTREH ET RS b I TR By R T, -
L PRART S e e L R R T TR PR T K A [ N | ER e
LA L ALL ]  ERRY Tt A 14 Ry | P J it R BTV b e By PR E EoR RN | W ST EY
Wl amsy b E T e At oA chibee: ERAS Spal =200 005000 - RSl
Wl amst P e 2 e et oS thbae - EREA Skl =200 NN 1T e
Pl e e et s Thiee ERS Spsmem 2200 C5 L3 13-28.4-JRY el
nay ke L e eatty st chitve ERaS Spsmom 2205 €5 LE.13-37-17ER Ll
Pl S v AR el g A A hhe- LRSS Spstam 2200 12 UT ZC 31 LS CElean
Wl Szt e A eal ) - Archrp e RS Sprbam 2200 22 U2 2 36 D2 GELeAa
e almsl Bzl e A% real g Archree- LIS Sprbam 0L G2 021G 1L OC 907.eAa
I om s Sz AT e LA e B S a0 T AR 1 ST e
s [T M o e R W PTETI TN TRE T E T ETTTREN ) I B W T i - N T
Mo sy Symkn— 3200 rastiLogs A chber-2 k45 Spslenn- 20 24T 000 - Wy
B dpse st Sk e 32 v nimat Lo A chirer- SRS Spslen-XM- P10 ) ey
B dnee st Sy b AT APt Lo chber- 2145 Spslen =200 2T S G e,
Wirdyasy amber 1 vy peath Loy cibee 203 Fps1cm- 20200 2T T2 1-21 A T sl
Wiy ke LAy P ot Tt SRAS Bpsicimn- 2001 08 L5 1541 -EF AR ela
Wil Sl A nea b o Arche-SMS Spnem 20040 03 02 17 L4 1E 330,00
Wil Al e A e opsrchee SRS Spmam 2231 02 05 17 25 3070l
Wil Sl A nma Lo chge M5 Spslcm 2231 B3 [ 17 3550248 rmia
W dowst 315 S ] oy Andiees MY Sy am-200L L2112 19 46 57 GOT.enx
W dow S E vl A0 mrl ] gedAndiees MY Sram- 200D e 17 20 2d S0T.ene
W P SE L e i e Andines B ymam- 201D 14 T7 25 2 21 ene
I8 oo s S v b 325 nett Lot rhiek-2 R4S EATHETTR R RS I PR PLES B B BU S - O TN
W s Eysher 32 ne T Lo v rhrse- S 1A ALY PSP E S BT B [l 3 1Y
W s sy b 2 e Lo Ar ke ZRAE St 300 4151 3T A 2 S
! ednysyrbam S e Lo thibes S Spnce e D015 - 10500 S
W iy s b m A s et Lo AT Chre ZRAS Bl 200 41521 0R S0 - S-S s
"W liras e lem 320 tlomiwrchne S5 Symam 2031 05 12 03-L5 13400 1ala
'J'-'mllm-:‘-"'-pl-m 1 hweanetiopiorchve S5 Spmam 2031 05 21100514 FE el
W kiRl S el e A G Systam B00L G5 2 00 52 02 529,048
W indneeS ARl 03 D i e p S Spmam 2000 U5 L4 0L 35 57 380
WA R A S g e S Spmam 2001 UG 13 19 07 17 BRE ana.
WindowsySystemIs i ne e gl hiese s BAS Speene AT H 1210 23-47 530, 2
WndowsySssbemIAsilac Lo g e S Spmene A 1)1 8- 1030 ) 553, N
indosipsbamE S ne Lo A Chis S-SR S S B 2T 151 T T T W s
windma sy st mA ANt LR A ch 2R S e 00T 14 -0 e 5 T, e
ondoes dpstema S e Lo R s c s - SRS S e T2 T 151 52 F 1) R s
Wbl aned Lo yrehas SRS Spmann D115 L7121 RS0 el
Annhradgsbam S wanerh Lo rchee SRS Spmanm 203115 13- 1995 400-34 Lela
Wetdirat A e A et gl chS Smam a0 05 LS 06 34 1030 it
Wil e e b CW5 Spmem 2021 05 10 02 5 L3163 6ata
Winliesd palen 3 MrpEiorihae EMS Smam 2020 05 L5 21 54500 s
Windoenst SpEmamiS Swcanrs i i v G Sy memr 202105 15 00 35 23 325
W ndpS S SIS S g v e S Sy mem- 2001 U5 15 14 02 5C 3306
WindoasSyrtemI AN ent Lot s v hae FRAG Sos mine A 60 e 2101 UL ek
LU 1RO ) B ERTEL ) P DT PR R PRI TEALSRRRITTSe P IETLRNE I IS o I N 1
WndowsSpstems s nen Lo g e s s 15 RTINS o I 1P T b B Rl e WL T
WindraesSpstamd S ned Lo gt arche £ S S Bnne 700 145 T 01 5 2 e
'Mnl:l:r.-.-s'-.‘:-'rmmar.-.-.-ine'l‘d.:m'u_ﬂnh PIRE = L Lo TP R ey [ | LSy B, [ S T T
Wl s Lo mtireh oz SRS Sestan DERL 15 23 L 2 e
Wl r---:'-.‘rr'-lem.-L'l.'--!nm'-J.ct: WMlercentt veind s

ThaewsH LA rpl et G perat onzl. e

R T ELATE R T TR AT WrpiMicroemtt valndzes MoteorRrodl o3 atinmel - e
LT T A T TR AR {SLEL= R lcrs ot elndoes Korns Semakig-EA0e il me:a
WD e Tl e e RO nca -G ind s M SSEeR A p o et o a
Wi et St i A A e o lope LS Spmam 2008 UF 19 00 27 SERE_ s
L TN B TR T It Wi Mlocantt-vaind s S Caome e S ULyt
Windoeest FyEremE il i s MY Sm e 0T Y- 22 0 45 18 0L12.pax
W ndows, S STE IS S are ) e oo n e s e S B TS NN ST Y G ST
windrasEpstamI SNt Lo v e F RS S Bie A0 UAIE14-10 4017 CES. Bk
IWndovsSestemI e neaat e s b s F s AL ICREN TR | BEY PR RER -0 3 Y
WndoesSystemI3 S net e g i s a5 R TTR T TR T (B [TRS E R A -+ W) TN
L TR ey FR N T 2E o -2 S Y| T R T P PRAT LSS TR e P e,
W iy st mAz AN e Lo g AR n M- Nai el rse T 135 e Sl e seHAceskons. =rs,
Wembliew-hSpstemin W ecaped Lo e D ddminE e ms. e
Wonhraedfpiamitheaned \Loprch vz SRS BT o 20 1R PE-N 51 - - S
W mhre A etam i hvaneA Lo psharch uz SRS B e i 20 0 A1R- 0 06 41701 5 D el
L T D T H ETTE IR TR I R P AT L LM T8 7L 1Y

1
wingens S memaZ vy ne L s s rcs ol e lnd wwes-Panitie ¥l Dingn
WA Spnem 12 nedt Lo M cros it WeInd s Pericedan®omdn
vhnnk e dSpnenrl vy ned Lo bz ros ot Ind s PerospHansersoe
Ly TTE SRk DT TE BT R R L BN TR TS L TR RTE L e BN
Wit e a oA e el e R e nl-Bamc s s Be s M4 e |
Ly TU = Ry BN T LTI R RO L I ER PR BT TITE FL AT A TR, T
Fl eDoyrlnzdandpersd Cpor s0ona . cate

windees Sy menmd 2y nen Lo plzresofi-selndo e M in. AR A= 00
Valndoarsi s et et Lass ks ros it Weindooes PrincSend oo La:
vilngoes s el ned L ass ks ros it Welndoows ReadpBoescir
nAmE e w2 nedt Losst Iz ros ot Meindooes R S3ALtp el
Lmerd S pann 1% nied sy b zrcauft- Viind o s Rap sard 250 Tper
ikl Sepr e n U e ned Lo my b resoft- cndows- R atetipo a-d
LD =t ERTE b ELIRTEIT R T TR L DT I laeizphpoped -
el 3ok Sopa And 2 ey ne il nee Mk veenll-Vaindirgs- Bae e Tesgd op
el S e nd e e i Mk veenll-Vonehirae- B2 e lesqopt
Wnde S n e 3 2 Al lnkss ko nl-tiindns =Fee 1z IH.IH-J-:I||||1
NN 3o T s 3 2 e Lngsh i sl -wnind s e-Fr e nile
wilndows s n eIy ne Lo MIzros ot S ndowes Fosauis:- E:mm
wlndces s e T nent Lo s osott M indoms S i
windowssn e e Py n e LagshMicros ot sindoes Scmbs e s
vanboard e w1 netLoss bk roa ot weInd s Search S Dpen
Al s el nent o= bk ros it seindoss Saputty At oo
Wb e w2 e R canfe-Salnd s cuppthy-Lme -
ez S pend M g M icsp - van s e p e S etin g
LT EA R BTN W T O L TP, | S TR FLET ST B TES b
L = bt ey PSR T PERY B TP L ETRTT [ BUY T FTECE A TER TR CE S T
wnde s Sae nd Al o ki ienl-Vaed AHIUH Il
[T et PR g BEETTT ) TR RTIFRRY L PTEATL 1 B T{TH AHCUH L gt
Windoest B e AT ein el oM s os oft l.'-ln:ln'.-.-.a_r:u.ng:-'.-.-mm
wilndoesi e vITeanes Lo s Mk rosoft silndnms- Sellugtpit-Aan -
walndzesh s p Tl S nes Lo s Mkcres ot windoss Bl Fred dordaie -
Wl st e e e Lo s Mkcres ot windows EmortCord Audc.
e yme v S vdnesLozs Micres ot Windoys Zmormord Dl
whned e S d pa e b py R oy - send s et ard 19
Wil S pen LA e pmy R roanft- D dorss- tmartCaed T -
Lol T TS IS T TH FITOR L RIS B TR TP SOy L TTR TR o S0 B
WS A kAT s Rk e nl-one lnas- S ea s Tien
{cH= = ALTE R (ST TR FITOLE L TR TR | UVTTTE TSR T UL ST T AT
wnacys A vl einen e kicrcsn - viindnee Horagre-Teting e
Walndoesh Bem e 3 T n e Lo ssh k1 roe - v Sl g H HE A
e e T Ay n e Lo s MIzrcsoit Yeindmes Shorigrsaacts
Wilntow e e TSN n L a s M ros ot Meindoes SO TRES s O
Wl e e 2yan e Lot Microsott Windoes Sooe fgehsics A7
wenrdrad e oAb Lo e roe it - W ind s StorrSsaces 5
wenndraah st e w2 e neah Lo s bl zroamtt- v indorees MetrmSesHngsTE
Wiz St mend X e U gest ke v enlb-Chnnly s ICE P perabe
Windiez e d e d e S o M o - tagndgws- lap—naliedees
Wil St v e | gee ke Vi s lape nalieices
Wl 3o A nd 2w oM coenl-Uiimlnas e = neleoes
Wl 3ot s e A e e i M cesnll-Udmlnas e —ngliv s
Wl doh Bus e T 2esin e Lagst B s ofe- Ol id iomse Tor i linevinma
Wl doesh B e rrd 2k nen’ Lo gs B L rce i P i nd vom - T == e liwe v e
Wlnedoes, S e rd 2 A e A ez al - Usimilnme Ten = ialia e ge
Welndovsh e e v iy neh Lo gst kMizrce it Windoms Ter ~InalEc e
Walndowst Sesm e TAT A N L Izt Windams TorrinalEendics
vancen e e 2w ned Lasilcroaoft Windoss TerrinalSesioes

waljjca e w12 G e s Lap Ml s rosatt indoms Ter ~InalEesdoes
ndemee Sepm e o et Ml e - WIndnes- TarTineltanicas
lrecrdiipmem 1 ey ned s Lo ML enf-indnss [arTinalbangras
b EEE i LTS ELORTTIT W PR AL TRRTVE | L ST T A FR NS [T TR ]
ol g w2 e el g iR el e 1 LRI peprd,
wannzk e S pod 2 s e g AR el S -LS L ES Tperpkon
LU =k SR T LT T FEPR E R TE LT T T E TR N LT T
wrlndoes S iend 2y e et e B el 2 il L LR e
Wi doensh T 5 e rnd 2ya N Lo gEh R IEr s - fd iisas- Ll =1 oenlersedel)
Wngos s S s e md Ivw Nl le gy I er see B - d s - wasiiHAa ke -5
Ll b=y 1y P E RS e o B LU TR S TR LT TR E I S A TR
wiindeaw St mra 3 e i Lo g PRI Er ssc it W ndews TN Cic wisdom
windn s omid mrmdi Lo g loroac b Wndews VEREE R e 20 en
v e emaL e ne Lo g Al or omcfE - nd aws WP dperat ar
vinpoes s e n e ML i T e Lo Mo ass i AN nd aws WInZ S parcl
wnnere st e s mmL  m et Lo RSl orpac i W ndaws Wind oaems sle e
Urimkra S pr e Cyar P mpdPen pacf SR el e ihns o 5] LL
|

410



Windoast TyrtemA L vineslo s Mcros ot Windoms CHEE e Adunl | s o Wy 1, AL ogy s licrosol ~ASnd oes-Wire d-AutoConfi
'-'l'lrlﬂJ’-'dS".b'rl'tEmﬂ'l.MnH""llD:E'u."ln:'ﬂE EM3 Fps1am o710 02 10-25- 11 -dR-"8hR. f Wiralnmyiyia lelllU'.mlmf'.lu,a_l'.Mrlugl,rﬂ “wledowrivorEphce boinsaid
Y Wl nga e ave kS s EmEaC1Y-0E 14 12 10 43 497 80K AT O A Sy W 2 St L N G Wl e WP Tl nat e
Wnindersek: ‘i,nm.ﬁ:"._-. Anere ngtanesaved RS Sanem- a0 32T 1S S 58 SIGEnK Wind s\ SymemI it L oga W icr ool - i WP |
vrindowstapstamaiednos Loga A dus -ERES Sy tene ST SEIE- 507 3 120500 e Windows S5 e rd 2y wineet Logs W osof A O ot WP DL M TPC Las s Dv i
Wingens T stemI Ledn o= Logs M- san-a¥ind: ra e E RS e Yl and kot e W nwst fpshammild winaw Lo Heap ot
Analysis Summary

Analysiz of the Mesa County Darminion Yating Systems EMS server idenlified that extensive delation of both election
data and election-related dava, comprising election records which rust and shoold hawve been preserved under
Federal and Colorado law, has occurred either as a resolt of ar ceincident with the vendor's and CO Secretary of
State's modification of the systern from werslon 5.11-C0 Lo 5.13. This deleted data is eritical ta any eftert 1o
reconstruct events taking place on the voting systems, and to determing if unaolhuerized acoess er operation of the
woting systems fook place.

Furthermore, the EME server application logging tunctions are confipured to “Overwiite evenls as needed” if
arbitrarily-selected tile storage sizes are exceeded, which could predictably and likely has resulted in the systematic,
aulenaled delation of Ingfile content comprising electlon related data.

This systernic deletion af \oghile data reguires additlenal invesligalion,

CONCLUSION

This farensic examination found that signilicant election record preservatian requirements under the 2002 w55 ane
Fedeizl and slale faw HAVE NOT BFFN BET and further that destruction of Election-Related Data, specifically critical
logfiles, has occurred. This destruction is nat incidental ar minar but is righty significont.

These findings have been demonstrated in this report and evidence has been presented domonslrating corclusively

o et compater systems ekperts oy well as lege! professioneis ard the gereral pulilic ot farge that the facks In Lhase
findings support the conclusions that:

1] flection-related data and eleclion data explicitly required 10 be presened, as described in the 2002 w55
criteria referenced in this section, HAS BEEN DESTROYED IN WIOLATION OF THF LAW, and

2] The specific configuratlon setlings of the server examined lead 1o the understanding that Certification
Reqguiremnents for Voting Systems have likely not been met despite thls syslem having been cerified and
thereby approved fer use in Calorada by the Colorada Secretany of State.

Further Investigatlos i required ta determine the full scope of non-Compliance wilth legal marndates for voting
systems and election recards, arud whether the nen-compliance is delilzerate or simply negligent.

-



APPENDIX A. DELETED ".LOG" FILES AFTER DOMINION TRUSTED BUILD UPDATE

Dedeted files are highlighted in light sed. Files highlighted in green are still presentin the server image,
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APPENDIX B. SUPPORTING DOCUMENTATION: FILE DETAILS AND HASH SETS FOR
SCREENSHOTS

The files belaw provide integrity data for the graphic screenshots in this dogument. Each comma-separated varlable
[csw) file llsted hers contain the File name with its full path (o.g., directury structure) and message digest hash values

[MD5 ard 3HA1 algorithms). Due to the length of the data contained in these files, they are provided in a campact
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APFENDIX E. 2002 VOTING SYSTEMS STANDARDS (W55}
The 2002 W85 cxplicltly slates:

2241 Common Standards

Ta ensure system [ntegrity, all syslerm shall:

E. Fecord and report the date and time of normal and abnormal events;

h. Maintain 3 pervnanent recerd of all arlginal audil dala Lhat @nnot be modified ar gverridden but may be
augrnented by designated authorized officials in order to adjust far ermrs or amissions (e.g. during the
canyassing [ raoess.]

i. Detect and record every event, nchuting the accurrence of an ermar condition that the systemn cannot
evercome, and Hme-gependant or programmed cvents thal accur without the intervention of the voter or a
polling place operator; and

1 Include bullt-in measurement, self-test, and diagnosdc software and hardware for detarting and reporting
the system's status and degree of aperahility.

Futhermore, in 2.2.5.3, COTS (Commearcial OF-The-3helt General Purpose Computer Systenn Raglirarments, the
XK V35 states:

Further requirements must bo applied ta COTS pperating systems ta ensure completeness and Integrity of
audlt dala for election software, These operating systems are capabla of execoting multiple applicatign
programs slmultaneausly. These systems include bath servers and workstations (or "PCs"} including the
many varieties of UNIX and Linus, and those affered by Microsoft and Apple. Election software runnlng an
these COTS systems is volnerable to uninbended effects frem other user sessions, applications, and utilities,
execiiting on Lhe same platform at the same time as the election software.

Sittwlbanenus processes ot concern include unauthorlzed netwoerk connections, unplanned yser logins, and
unintended executlon or termination of oparating system processes, An unauthorlzed netwaork cormetlion
ar unplanned user login ¢an host unintended processes and wser actions, such as the terminaticn of operating
systarn audit, the termination of electon soflware pravesses, ar the deletion of election software audit and
logelng data. The execution ot an operating system process could be a full system scan at a time when that
process willd adverscly affecl the electinn software processes, Operating system processos improperly
terminated could be system Judit or malicious code detaction.

To couhter these valnerabilltles, three aparating syStem protections are required on all such syskems on
which election saftware is hosted,

First, authentication shall be conflgured an the loel terminal (display screen and keyboard) and an all
extarnal connection devices ["network cards" and "porls"). This ensures that only autherized and identified
users affect the system while election software is running.

econd, operating systam audit shall be enakled for all sesslon openings and closings, for all connectign
openings and closings, for all process Axecutions and terminations, and for the alteration ar deletlan of any
memary or file object. This ensures the aocuracy 2nd complateness of election data stored on the system. IL
also ersures the existence of an audit record of any persen or process altering or deleting system data or
election data,




Third, the systam shall be canfigured to execute only intended and necessary processes turing the execotinn
at alection software, The system shall also be configured to halt election software processes upon the
termination of any critlcsl system process (such as system audit] during the exccution of election sofoware.

Ang, in 4.3 [ata and Document Relantion, the 2002 Y55 states:
All systems shall:

a, Maintain the Integrity af voting and audit data during an election, and for at leacl 22 months thereafter, a
time sufficient in which to resolve moest cantested elections and support other actlvitles related to the
reconstructlon and investigation ot 3 contested election; and

k. Protect against the failure ot any data input or storage devieo al a location contrelled by the jurisdiction or
its contractors, and against any attempt at improper data entry or retrlewval,

And the 2002 V55 states, In4.1.3 In-MPracess Aydit Records:

In-process gudlt records Jocument system operations durng diagnostle roulines and the casting and tallying
of ballats, At 3 minimum, the In-process aodit recerds shall contain:

A. Machine generated error and exception meassages to demonstrate suceessful recavery. Examplas inglude,
but are nat necessarly limited o

1] The saurce and disposition of systetn interrupts reselting in entry into excepticn handling routines;
2] All messages generated by excoption handlers;
3] The identification code and numbser of occurrences for each hardware and saftware errorar failure;

4] Notification of system logln or access errars, file access errors, and physical viclatlans of security as they
aceur, and a summany recard of these cvenls aller prooessing:

5] Diher exceptian events such as power Tailures, fallure of critical hardware compoenents, data transmission
errars, of alher type of operating anomaly;

k. Critlcal system status messages other than infarmational messages displayed by the system durlng the

course of normal operations. These items include, but are not imibed to: Diagnastic and status rmessages
upon startup;

2] The "zera totals" check conducled before opening the palling place or counting a precinet centrally;

3] Far paper-based systems, Lhe initiation gr termination of card reader and communications equipment
Dperatian; and

4] For DRF machines at controdled voting locations, the event (and time, if availabc) of activating and casting
zach ballot [i.e., each voter's transaction as an event). This data can be compared with the publkecaunter far
reconclliation purposes;

&. Man-erilical status messages that are generalad by the maching's data quality menitor or by safuware and
handware conditian maniters; and

d. Jystermn generated log of all normal process actlvily and gystern events that require aperator interventlon,
sathat each operatar acoess can be monitared and access sequence can be constiucled.




and secien 6.5.5, Shared Opemting Ervironment, [n tho the 2002 WS5 states:

Ballot recoerding and vote counting can be performed |k olther a dedicated ar nongedicated environment. If
ballot recording and wote caunting operations are perfarmed in an environment that i shared with ather
duta pracessing functions, both hardwars and software features shall be present to protect the inlegrity of
vote counting and of vole data. Systems that use & shared operating environment shall:

a. Use sequrity pracedures and logping recards to control aceess to system functions;

k. Partition or comparlmentalize vating system functions from other concurrent functions at least logically,
and preferably physically as well;:

C. Cantralled system dccess by means af passwords, and restriction of accoumnt aciess to necessary functions
only; and

d. Have capahilities in place to cantrol the Noew of infermation, preduding data leakage through shared
SYSEC M FRSaURCes.




